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of the Industrial Internet







Industry 4.0 – Opportunities and Challenges of the Industrial Internet  9

Key findings of the survey

B	 Key findings of the survey







12  Industry 4.0 – Opportunities and Challenges of the Industrial Internet

Key findings of the survey

Industry 4.0 will transform our entire 
value chain and allows us to develop 
innovative products and services.  
We must act now!
CEO, manufacturer of processing machines

1.  �The Industrial Internet 
transforms the entire company 
and must be part of the CEO 
agenda.

The Industrial Internet, also known as 
Industry 4.0, not only comprises the 
digitization of horizontal and vertical 
value chains but will also revolutionise 
the product and service portfolio of 
companies – with the ultimate goal 
of better satisfying customer needs. 
The potential uses of the Industrial 
Internet go far beyond the optimisation 
of production technologies. However, 
exploiting these opportunities requires 
considerable investment. The topic 
therefore inevitably occupies a leading 
position on the agenda of directors and 
managers of industrial companies. 

2.  �By 2020, European industrial 
companies will invest €140 
billion annually in Industrial 
Internet applications.

Over the next five years, the industrial 
companies surveyed will invest, on 
average, 3.3% of their annual revenues 
in Industrial Internet solutions. This 
is equivalent to nearly 50% of the 
planned new capital investments and an 
annual sum of more than €140 billion 
with regard to the European industrial 
landscape. These investments will have 
to be used along the entire value chain in 
order to achieve maximum success.

5.  �The integrated analysis and use 
of data are the key capabilities 
for the Industrial Internet.

Already today the efficient analysis and 
use of data is of great significance for 
half of all companies surveyed. Moreover 
90% of companies believe that the 
ability to analyse data will be decisive 
to their business model in five years. 
These companies primarily focus on the 
efficient exchange of data within their 
own value chain, the digital labelling 
of the products and the use of real time 
data to steer their production.

6.  �Digitization of the product and 
service portfolio is the key to 
sustainable corporate success.

Thirty percent of the companies 
surveyed have already digitized their 
products to a great extent and expanded 
their portfolio to include connected and 
automated services. A mechanically 
perfect product will no longer be enough 
to successfully withstand international 
competition. More than four out of five 
respondents – with the exception of the 
process industry – therefore expect that 
they will have achieved a high degree of 
digitization of their product and service 
portfolio within five years.

3.  �In five years, more than 80% of 
companies will have digitized 
their value chains.

One quarter of the companies surveyed 
have already achieved a high degree 
of digitization of their value chains. 
However, it is mostly only individual 
units and isolated applications that 
have been automated and digitized thus 
far. The companies expect that 86% of 
the horizontal and 80% of the vertical 
value chains will have a high degree of 
digitization by 2020 and will therefore 
be closely integrated.

4.  �The Industrial Internet 
increases productivity and 
resource efficiency – an 18% 
increase in efficiency within 
five years.

The industrial sector is required to 
produce ever larger quantities using 
fewer raw materials and less energy. 
The Industrial Internet allows higher 
productivity and resource efficiency 
and thus creates the conditions for 
sustainable and efficient production. 
The companies surveyed anticipate an 
average efficiency increase of 3.3% per 
year across all industry sectors due to 
the digitization of value chains. This 
amounts to a total of 18% in the next 
five years. They expect annual savings of 
2.6% with respect to cost reduction.

The results of the study are summarised in the following  
ten key findings:
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Survey results in detail

Extrapolating the planned investments 
of the companies surveyed to the five 
industry sectors represented in the 
study results in an annual investment 
of €140 billion by European industry. 
The two industry sectors that will make 
above average investments in digital 
enterprise solutions are the information 
and communications (3.9% per annum) 
and manufacturing and engineering 
industries (3.5% per annum).

Companies from the information and 
communications industry mainly 
focus their investments on products 
and services for flexible real time 
manufacturing planning and control. 
This sector also places importance on 
the optimisation of the logistics systems. 
Companies in the machine building 
industry, meanwhile, concentrate 

their investments in manufacturing 
automation, recording real time data 
along the supply chain as well as on the 
expansion of manufacturing execution 
systems (MES). Planned investments 
by the process industry in Industrial 
Internet applications still lag behind 
those in the other industry sectors.

Overall, industrial companies across 
all industry sectors have realised 
that they can only meet increasing 
customer requirements with significant 
investments in Industry 4.0 solutions. 
This is the only way for them to remain 
competitive and to improve their own 
competitiveness on a long-term basis.

Fig. 3	� Investments in Industry 4.0 solutions are spread over all key areas along 
the value chain

Industry 4.0 investments broken down by steps of the value chain

57% 32% 11%

56% 30% 14%

52% 35% 13%

55% 30% 15%

56% 27% 17%

30% 43% 27%

Supply chain

Product development/
engineering

Planning

Production/
manufacturing

Service

Distribution

Priority of the investment:

High (4,5) Medium (3) Low (1,2)

Fig. 4	� The European industry will invest €140 billion annually in Industry 4.0 solutions until 2020

1  �Projection for the entire automotive industry (economic sector 29: production of motor vehicles and motor vehicle parts).
2  �Projection on the basis of total revenues per industry sector in the EU-28.
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3  �In five years, more than 80% of companies will have 
digitized their value chain.

3
The Industrial Internet has now been 
added to the agenda of the majority of 
companies. Two-thirds of the companies 
surveyed are already actively working 
on digitizing and further connecting 
their value chains. One fourth of the 
respondents already classifies the 

current degree of digitization of their 
value chain as high. In concrete terms, 
this means that most of the companies 
are already using or have implemented 
Industrial Internet solutions in various 
divisions.

The study shows that the level of 
digitization of the value chains will rise 
rapidly in the future. It is estimated 
that 86% of the horizontal and 80% 
of the vertical value chains will be 
highly digitized in five years. This 
kind of conscious investing in further 
digitization opportunities can be seen 
across all industry sectors.

The Industrial Internet and the 
digitization of value chains are 
important prerequisites for all 
companies, irrespective of their size. 
They are necessary in order to maintain 
competitiveness and avoid falling 
behind the increasingly faster pace of 
development across industry sectors.

Fig. 5	� The already considerable degree of digitization will increase with  
Industry 4.0 in the next years

Degree of digitization of the value chain
Share of companies with a high degree of digitization (4,5)

24%

86%

20%

80%

Today In 5 years Today In 5 years

Horizontal value chain Vertical value chain
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Survey results in detail

Fig. 6	� The digitization of value chains will significantly increase across all industry sectors

Degree of digitization of the value chain by industry sector1

Proportion of companies with a high degree of digitization (4,5)

19% 19%
26% 27%

85% 84%

Manufacturing and 
engineering

Ø = 22%

Ø = 83%

Automotive suppliers Process industry Electronics and electrical 
systems

Information and 
communications 

89%
80%77%

21%

1  Horizontal and vertical value chain.

Today In 5 years

1  Horizontal and vertical value chain.

Fig. 7	� The digitization of value chains has top priority for all companies irrespective of size

Degree of digitization of the value chain according to the size of the company1

Proportion of companies with a high degree of digitization (4,5)

Today In 5 years

Ø = 22%

Ø = 83%

31%

92%

> €5 billion  
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22%

79%
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85%

13%
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82%

< €100 million  
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5  �The integrated analysis and use of data are the key 
capabilities of the Industrial Internet.

We are sitting on a pile of data today – 
but we are not able to use the data in an 
integrated and structured way for the 
optimal control of production.
Head of Production, machine tool manufacturer

5 The analysis and use of data play a 
major role in the Industrial Internet. 
The rapidly growing number of sensors, 
embedded systems and connected 
devices (“Internet of Things”) as well as 
the increasing horizontal and vertical 
networking of value chains result in a 
huge continuous data flow. While these 
gigantic amounts of data are collected 
along the entire value chain, they 
have in many cases not been used in a 
structured and sufficient manner.

The analysis and use of data are 
already highly important for half of 
all companies surveyed. The electrical 
engineering and electronics industry 
places a particular emphasis on this 
capability due to the data intensity of 
the products and solutions in the sector. 
Ninety percent of the companies from 
all five industry sectors are convinced 
that the ability to efficiently analyse 
and effectively use large data volumes 
will be of vital importance for the 
future success of their business model. 
This evaluation also applies to those 
industries in which the analysis and use 
of data are not yet a top priority.

Fig. 11	� The importance of data varies depending on the industry sector, but overall it is increasing significantly

Importance of the analysis and use of data for the business model
Proportion of companies with a great importance of data (4,5)

40%
47%

65%
57%

87%
98%

87% 91%

Manufacturing and 
engineering
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Ø = 90%

Automotive suppliers Process industry Electronics and electrical 
systems

Information and 
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88%

39%







Industry 4.0 – Opportunities and Challenges of the Industrial Internet  27

6  �Digitization of the product and service portfolio is the key to 
sustainable future success. 6

Digitization paves the way for new product ideas 
which could previously not be realised in the same 
manner. For example, manufacturing data can be 
stored in the cloud, where it is analysed by experts 
in order to identify improvement potential.
Plant manager, manufacturer of automation technology

Industry 4.0 goes far beyond digitizing 
processes and value chains – this change 
also leads to a higher level of digitization 
in the product and service portfolio. 
A mechanically perfect product will 
no longer be enough to successfully 
compete on a global scale. The 
differentiation of products is moving 
increasingly in the direction of software 
as well as superior sensor technology, 
connectivity and generation of data.

Products that are primarily mechanical 
today will be enriched by digital 
solutions and connectivity. This process 
will create greater customer benefits. 
Besides the direct integration of digital 
“intelligence” into the products itself, 
benefits may also be considerably 

increased by Internet-based services 
related to the product. For instance, the 
Industrial Internet provides the basis 
for the manufacturing of customised 
products at a competitive cost level (key 
word: lot size one).

Examples of digitized products can 
be found in all industry sectors. In 
the automotive industry, for example, 
customary brake systems have been 
turned into modern anti-block systems 
with the help of electronic control units. 
In manufacturing and engineering, 
the use and connection of appropriate 
sensors allow optimal, preventive 
maintenance of machines and systems, 
and ensure much more efficient 
operational management.

The results of the study clearly show 
that digitizing the product portfolio is a 
widespread practice and will progress 
in coming years. At present, 29% of 
the companies surveyed already have a 
high percentage of digitized products. 
These companies have recognised the 
signs of the times and have expanded 
their portfolio to include connected, 
automated services. In this context, the 
level of product portfolio digitization 
does not depend on a company’s size 
at all. Many small and medium-sized 
companies are already focusing on 
digitized products in order to stand out 
in the market.

Fig. 13	 The share of digitized products and services is rising significantly

Level of product portfolio digitization

37%

34%

29%

79%

Today In 5 years

14%
7%

+ 50%

High (4,5) Medium (3) Low (1,2)
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The digitization level of products 
will rise substantially in the coming 
years. By 2020, 80% of the companies 
surveyed will have achieved a high 
degree of digitization of their products 
and services. The proportion of 
companies with a highly digitized 
product portfolio will increase by more 
than five times, from currently 7% to 
40%. Each company needing to succeed 
internationally will have to face this 
challenge.

The digitization of products is a 
phenomenon common across all industry 
sectors. In sectors like the information 
and communications industry the 
percentage of digitized products is of 
course already high. In the processing 
industry, the proportion of companies 
with a high level of digitization is 
currently only between 22% to 27%, 
depending on the industry sector. 
However, the general trend is the same 
for all sectors: The share of digitized 
products must and will increase 
substantially in the coming years.

Fig. 14	� Product portfolio digitization has room for growth in the manufacturing sector

Level of product portfolio digitization by sector
Proportion of companies with a high degree of digitization (4,5)

27%
22%

26%

48%

75%
85%82%

87%

Ø = 29%

Ø = 80%

Manufacturing and  
engineering

Automotive suppliers Electronics and  
electrical systems

Information and  
communications 

Today In 5 years
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Survey results in detail

Future growth in sales will come from the 
services sector. The share in sales of digitized 
products and services will increase substantially.
Head of Production, company for measurement technology

The companies surveyed expect 
considerable growth in revenue across 
all industry sectors thanks to Industrial 
Internet solutions. The anticipated 
increase in revenue of manufacturing 
and engineering, automotive suppliers, 
the electronics industry and the 
information and communications 
industry amount to 13% to 14%. Only 
the process industry has much more 
moderate revenue expectations at 
around 8%, cumulated over five years.

Viewed across all industry segments, 
this shows significant potential for 
gains in revenue. Additional annual 
revenues of more than €110 billion 
can be expected in coming years by 
Industry 4.0 solutions in Europe alone. 
This is equivalent to additional revenues 
of €550 billion over five years. The 
Industrial Internet or Industry 4.0 will 
thus make a considerable contribution to 
growth in Europe in the next years.

Fig. 16	� Companies with a strongly digitized product portfolio experienced  
faster growth

Growth in revenue depending on the level of digitization
Annual growth in the last 3 years

Growth in revenues:

> 10% 6–10% 0–5% < 0%

47%22% 31%High (4,5)

37%10% 46% 7%Medium (3)

38%13% 46% 3Low (1,2)

Level of product portfolio digitization

Fig. 17	� European companies expect more than €110 billion additional revenue per year attributable to Industry 4.0

1  �Projection for the entire automotive industry (economic sector 29: production of motor vehicles and motor vehicle parts).
2  �Projection on the basis of total revenue per industry sector in Europe.
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8  �The Industrial Internet paves the way for new, often 
disruptive digital business models. 8In the course of the Industrial Internet, 

existing business models will change 
permanently and in particular, new, 
digital business models will be created. 
The focal point for this development 
is the increase of customer benefits 
due to a growing range of value-added 
solutions (instead of products). It 
further includes the expansion of digital 
service elements and the increased 

connectivity between products, 
manufacturing equipment as well as 
customers and partners. The special 
quality of digital change therefore lies 
in the rapid acceleration of change. 
Disruptive innovations will also cause 
industry sectors like the information 
and communications industry to change 
permanently within a short period of 
time.

Fig. 18	� A sustained successful business model requires a combination  
of multiple aspects of Industry 4.0

Key aspects of successful business models in the context of Industry 4.0

Important (4,5) Neither (3) Not important (1,2)

Stronger digital 
networking with 

customers and partners
72% 24% 4

Provision of “solutions/
systems” instead of 

products
66% 20% 14 %

Expansion of digital 
services with additional 

customer benefits
64% 24% 12%

Efficient and safe  
cloud technologies

44% 31% 25%

Development/expansion 
of value services (eg, 

apps)
46% 29% 25%

45% 31% 24%
More direct business 

with end customers

39% 31% 30%
Strengthening the own 
position with regard to 

new digital players

3.9

3.8

3.8

3.3

3.3

3.2

3.1

Ø
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9  �Horizontal co-operation allows for improved satisfaction of 
customer requirements. 9About half of all companies surveyed 

are convinced that closer co-operation 
with value chain partners – combined 
with increased horizontal integration 
is already of very high importance 
today. This importance will increase 
considerably further given the growing 
level of digitization and connectivity. 
As far as the next five years are 

concerned, more than 80% of the 
companies surveyed expect that closer 
co-operation and increased horizontal 
integration will be of great importance. 
This likewise applies to all industry 
branches surveyed and both for users as 
well as providers of Industrial Internet 
solutions.

The German middle market can only 
meet increasing customer requirements 
through far-reaching co-operation.
Head of Supply Chain, machine and plant engineer 
and constructor

The main driving force for closer co-
operation and increased integration 
with other companies is the better 
satisfaction of customer needs in the 
context of new, digital business models. 
Shorter time to market and a higher 
innovation speed as well as an efficient 

division of labour, combined with 
more flexibility, are further reasons 
for the intensification of co-operation. 
According to the companies surveyed, 
the access to expert know-how and 
the minimisation of risks play a less 
important role.

Fig. 19	 All industry sectors are focusing on cooperation and horizontal networking to a greater extent

Importance of closer cooperation with value chain partners
Proportion of companies placing high importance on cooperation (4,5)

47% 49% 44%
54%

84% 80%
87%

96%

Manufacturing and 
engineering 

Ø = 47%

Ø = 84%

Automotive suppliers Process industry Electronics and  
electrical systems

Information and 
communications 

73%

42%

Today In 5 years
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Survey results in detail

In an increasingly complex world, 
ground-breaking innovations are often 
only possible by involving a variety 
of companies. New business models 
can only be developed when several 
companies contribute their respective 
complementary competences. A good 
example of closer cooperation beyond 
value chains is the development 
of electric mobility. Automotive 
manufacturers have merged in 
interdisciplinary partnerships with 
suppliers and different providers from 
other industry branches (eg, chemical 
companies and material manufacturers 
of battery cells, component 
manufacturers of electronic modules). 
These partnerships allow them to find 
new solutions for changed customer 
needs more quickly and efficiently.

However, closer horizontal partnerships 
are not restricted to the field of 
innovation. In fact, their objective is 
to optimise business processes across 
value chains – in particular by means of 
improved analysis and use of data. More 
than 70% of the companies surveyed 
believe that the improved exchange of 
data with cooperation partners in the 
context of Industry 4.0 will be important 
in the future.

Finally, the competitive landscape is 
expected to fundamentally change 
due to closer horizontal co-operation. 
Companies that are part of a partner 
ecosystem are progressively competing 
together against other companies 
or other partner ecosystems. In this 
system, they profit from a more 

robust exchange of data and common 
standards that allow them to stand out 
on the market and to offer customers 
higher added value. This is most evident 
in the information and communications 
industry. Future horizontal co-operation 
is considered to be important by more 
than 96% of the companies in this 
sector. This trend will very likely extend 
to the processing industry as well.

Fig. 20	� The main driver for closer cooperation is the ability to better satisfy 
customer requirements

Most important reasons for co-operation in the context of Industry 4.0
Selection of the top 2 reasons (percentage)

59%

32%

31%

30%

25%

12%

Better satisfaction of 
customer requirements

Faster time to market

More efficient  
division of labour

Greater flexibility

Higher innovation  
rate/speed

Access to know-how/
expert knowledge

11%Risk minimisation
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10  �The Industrial Internet holds various challenges –  

policy-makers and industrial associations can help.

The Industrial Internet is already a key 
subject for all of the industry sectors we 
surveyed – and this trend will become 
increasingly more important in the 
future. However, companies still have 
to take on numerous challenges for the 
successful, timely implementation of 
digital concepts. In this respect, focus is 
on the expected high investment levels 
and the often unclear cost-benefits for 
new Industry 4.0 applications.

Nearly half of the respondents (46%) 
stated that the unclear economic 
benefits and the prohibitively high 
investments are two of the most 
important challenges. Many companies 
have not developed any specific plans 
for the implementation of Industry 4.0 
solutions and have also not made any 
larger investments. This is because the 
solutions are new for many companies 
and require significant changes. The 
quantification of potentials is also 
complex and diverse. There is an urgent 
need for more transparency and an 
exchange of experience across industry 
sectors.

Place two and three on the list are the 
topics “insufficient qualification of 
employees” (30%) and “lack of (agreed 
upon) standards” (26%). Employee 
qualification is an important topic across 
all industry sectors. The digital change 
will alter requirements for employees 
across all steps of the value chain – from 
development on through production to 
sales. Processes and business models 
will become more agile and data-
based, and require completely new 
employee skills and qualifications. The 
need for software developers and data 
analysts in industry also will once again 
significantly increase in the next five to 
ten years.
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Outlook and recommendations

D	� Outlook and recommendations
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Outlook and recommendations

Precise steps for pragmatic 
implementation, including important 
milestones as well as the required 
competences and resources, can be 
determined in the context of comparing 
the advantages and disadvantages in 
light of the defined target. The results 

are clearly defined measures backed 
up with specific profitability analyses 
and schedules specific to each company. 
Change management should be set up 
which helps to secure change in the 
long-term and to show fast achievements 
with selected pilot projects.

Fig. 24	 Industry 4.0 capabilities develop across five dimensions and four stages
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The ‘Industry 4.0 train’ is leaving the station – 
companies must decide when the best moment 
for them to hop on is.
Managing Director, industrial association

Digital novice
Industrial companies often start off 
as digital novices on their path to 
the fourth industrial revolution. At 
this maturity level, initial positive 
digitization results have been achieved 
in all departments as well as in 
the individual product and service 
portfolios. However, the activities 
are neither coordinated nor geared 
towards a stringent schedule for the 
future. Digital risks are not recorded 
systematically and compliance is not 
guaranteed in all areas.

Vertical integrator
Industrial companies at the second 
maturity level have already given their 
product and service portfolio digital 
functions as vertical integrators. For 
example, companies may use integrated 
software (“embedded systems”) and an 
online connection allowing an internet-
based communication of the product 
with the production materials. The 
operative processes as well as important 
administrative processes are digitized. 
Data from product development, for 
example, is now available for physical 
manufacturing environments, logistics 
and all systems of the company. The 
functions of an online presence are used 
for the market entry, for example, by 
means of detailed websites and online 
product catalogues.

Horizontal collaborator
Horizontal collaborators on the third 
maturity level integrate their value 
chains with customers and partners. 
The digital integration of customers, 
suppliers and subcontractors along 
the production process, as well as 
better coordination and connections 
with logistics service providers, can 
create efficiency and higher quality, 
improve the processing time or reduce 
operating costs. The product and 
service portfolio is connected with 
external value chain partners to the 
same extent in order to offer customers 
end-to-end solutions across several steps 
of the value chain. Innovative concepts 
optimise customer communication, 
and customer information is saved 
and analysed specifically for an 
optimal communication. Digital risks 
are managed with standardised and 
efficient methods and compliance is 
maintained for all functions at the 
company.

Digital champion
The digital champion has connected 
its operative and administrative 
processes on a global scale and will 
also have virtualised these processes in 
many areas. The company focusses its 
operational performance on key areas 
and works with a global network of 
partners.

The key administrative processes 
are digitized and globally optimised 
according to cost and control criteria. 
Digital champions have often 
established a “digital headquarters” in 
which all administrative processes are 
optimised and frequently automated. 
Important value chain steps are also 
efficiently positioned from a financial 
perspective. The digitized product and 
service portfolio has been expanded 
by new, partially disruptive business 
models. Along with innovative systems 
and value-added services, these new 
models incorporate new methods of 
performance – often with partners – 
along the value chain. The main focus of 
necessary competences is on stringent 
data management as well as efficient 
analytics and utilisation of (real time) 
data for optimisation along the value 
chain.

The development of Industrial Internet 
solutions requires high investment 
levels. The economic benefit and 
possible competitive advantage of these 
solutions must be critically assessed on 
a regular basis. There are many ways to 
become a digital champion, and each 
company must determine which path 
is the most promising one for them 
to follow. This must be based on its 
abilities and existing configuration of 
the product and service portfolio as well 
as on the operative and administrative 
processes.
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